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6. F v L Y ORRIFXENSE T %@ )L
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8 TXTLI-—KomEmE ||

9. BfS U 1l & BAfFiE = LE BARELE
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XDNSDRTFE L. FEIELLLcertbotD M ETSHT AU FANKETT,

35




EAB Credential S8 Ea~<>F#i —

certbot register \

--—eab-kid "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX " \

--eab-hmac-key "XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX" \
--server 'https://secomtrust-acme.com/acme/'

XAEIDH, _ .
XEAB CredentialldfIBAZEZE KT 55—/ \[Z{RTFF

HTERIL. certbotMIZHERIAFE VA & RIFRDIEIED THE
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H—/\REBAERBITHRaIT R

certbot run \

--nginx \

-d xxxx.test.com \

--key-type rsa \

--server 'https://secomtrust-acme.com/acme'

X --server A7 3 TACMEY—/\DIEE XA




EAB CredentialfX E LRI B R ITE11TT

certbot --server https://secomtrust-acme.com/acme/ \
--eab-hmac-key XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX \

=l GH 000000000000 00000000000000000000060060.00 AN
-d testOl.upki.jp \

--key-type rsa




B

REBAZE DZRAMHARZERL . EHAELEMEL TS A HESE

TRALENHSD
FLEHONHLDZEFIRLET

[ 11RY

./

1 IMML/)

,/.

A

LE]

AWS CloudWatch

ACMZE Tz [ILambdafi#i CH D HAR FEHRZESL .CloudWatch7 5 — L% E

GCP Cloud Monitoring

Uptime Check CSSLI&REEZE#IZL. 7o—hrR)—ZRELTEMEZITES

Azure Monitor

Key Vaulth £ 354 N h&FAzure Monitori: & Tl B L TALIE

Zabbix EVHREE AT BRIV TREERL. T—V U MO SEZIREL TLE
Red Sift Web+—E X Let's EncryptifiZ, E{EFIBD LEHY
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2025410 A 308 M5 5c 47 FI FABAA
2026 F3AAEE T, sRsEBAIDHIRIZKY . 5 E vl 5EZEFQDNIX1
D (CN=dNSName)
. 2026 3A M L. BEIEEAIREICGSFE
ACMETHEITSN S Y —/\GIBRE D A zhEARE [X89 HH
TSVI74JL(CSR) TOREITIZKAEDHREER LGS EITEBELZSLY
- 20293 15AMGIFATAM IZHYET
certbot F|FAEFIZACMEY—/\DIEENNLE
——server https://secomtrust—acme.com/acme/
T 7A4ILETlet's encryptZ SR I 5D T, XA
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https://secomtrust-acme.com/acme/

i L e CHALLENGE

@ RESPONSE

CSR
C : (Ceriificate

Signmg Request)

' o SN _ = DOMAIN HTTPS
ﬂ —_ \y RESPONSE SEQURE
REQUESTING SERVER [ T ISSUED CERTIFICATE

PROOF
PROOF OWNERSIP =

ORDER -» CHALLENGE > AUTHORIZATION - FINALIZE 2> ISSUANCE

ACMEIC K SREBERITOFEM (HTTP-01FvL > Y)




./

1 IMML/)

CIE =0 -

. HTTP-01F¥ LU & ERATHI5E. —/\D80FR—LMFIA
RIRETH S

. NNERDEEIE (5D) o, B Y—/\FSEHAERITXRDFQDN
MDNSTHHIFRREESHZE

. certbot 4.00 ZF|HT S

. BEELNENS, BEXEIAEITH T+ T-EAB Credential N FITS
N, TNEZHEEHTHD

. BEH—/N\IZSSHTT7YUEATETHD

. BEZY— /N [EWebH—/N\ELTHIBFTENDEDTHY . 80FHR—
&443BR— MR A RIEETH D

. BERY—NFA I —RYMUNST VAR RETH S
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JRI% : OSHEfH -

$ cat /etc/os-release

PRETTY NAME="Debian GNU/Linux 13 (trixie)"
NAME="Debian GNU/Linux"

VERSION _ID="13"

VERSION="13 (trixie)"

VERSION_CODENAME=trixie
DEBIAN_VERSION_FULL=13.1

ID=debian

HOME_URL="https://www.debian.org/"
SUPPORT_URL="https://www.debian.org/support"
BUG_REPORT_URL="https://bugs.debian.org/"
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RIS

b sudo apt update && sudo apt upgrade

» sudo apt install nginx certbot python3-certbot-nginx
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ACME[C & 5REEAEI S

sudo certbot --server https://secomtrust-acme.com/acme/ \
--eab-hmac-key XXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXXX \

--eab-kid XXXXXXXXXX \
-d test07.upki.jp \
--nginx

T2 4 DIEETCEIMBZXENARE(JA—FET)
—key-type AT a3 EHB LI5S . ECDSANEXEIND

EAB Credential B{TRFIZIEELI-EIBAZE 7077/ )LIDIZHHETHEET S
3: - —/\EEBAZE (sha256WithRSAEncryption)
11: 59—/ \ZEBAZE (ecdsa—with—-SHA384)
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$ openssl s_client -connect test07.upki.jp:443 -showcerts

Connecting to 18.181.152:206

CONNECTED(00000003)

depth=2 C=JP, O=SECOM Trust Systems CO.,LTD., CN=Security Communication ECC RootCA1
verify return:1

depth=1 C=JP, 0=SECOM Trust Systems CO.,LTD., CN=NII Open Domain CA - G7 ECC
verify return:1

depth=0 C=JP, ST=Tokyo, C=JP, L=Chiyoda-ku, O=National Institute of Informatics,
CN=test07.upki.jp

verify return:1

Pt




SEFEIERERR

$ sudo certbot renew --dry-run
Saving debug log to /var/log/letsencrypt/letsencrypt.log

Account registered.
Simulating renewal of an existing certificate for test07.upki.jp

Congratulations, all simulated renewals succeeded:
/etc/letsencrypt/live/test07.upki.jp/fullchain.pem (success)

—dry—run 77 av(f, SERAEFERICEFLELA, BEFH DT
At X% 3IaL—hLTHERT S




3

BB 5 iR (systemd 31 Vv —DHEER)

$ sudo systemctl list-timers | grep certbot
Fri 2025-10-17 19:29:44 UTC 8h - - certbot.timer certbot.service

certbotZx A Ab—)LF BH&, BE TsystemdFA/ I—HEEREN
Z3)
BEIEIFHOXENRABINS (Fl)
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systemd|CKHBEHEREI 7M1 ILDATHE

$ sudo ls -1 /usr/lib/systemd/system | grep certbot

-rw-r--r-- 1 root root 243 Apr 16 2023 certbot.service
-rw-r--r-- 1 root root 156 May 26 2018 certbot.timer

BEITRESNDAD T, BEZMHRET ST TELL

3
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BHREI7MILDHRE certbot.service —

$ sudo cat /usr/lib/systemd/system/certbot.service

[Unit]

Description=Certbot
Documentation=file:///usr/share/doc/python-certbot-doc/html/index.html

Documentation=https://certbot.eff.org/docs

[Service]

Type=oneshot

ExecStart=/usr/bin/certbot -q renew --no-random-sleep-on-renew
PrivateTmp=true

ExecStart 317957k

-q AELGOS N

renew —no-random—sleep—on-renew :certbotldrenew=E{THs
(2o LI 1EFHT 5, systemdDAATX—TODHEEREEZL
TWASDT, AELLTHE#ELEL,
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BEHREIFAILODORE certbot.timer -

$ sudo cat /usr/lib/systemd/system/certbot.timer
[Unit]

Description=Run certbot twice daily

[Timer]

OnCalendar=*-*-* 00,12:00:00

[Install]
WantedBy=timers.target

OnCalendar=¢—%— 00,12:00:00 :& BORF&12FFIZEST

RandomizedDelaySec=43200 :ZFNZFN12BEILADTALAZETE
Persistent=true :ZETHIZATLMNELELTLV =SS, REIFFZ1EZEST
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@ RESPONSE

CSR
C : (Ceriificate

Signmg Request)

' o SN _ = DOMAIN HTTPS
ﬂ —_ \y RESPONSE SEQURE
REQUESTING SERVER [ T ISSUED CERTIFICATE

PROOF
PROOF OWNERSIP =

ORDER -» CHALLENGE > AUTHORIZATION - FINALIZE 2> ISSUANCE

ACMEIZ & AREBAEFITO FH# (DNS-01F+vL )




1 1ML/

CIE =0 -

. NNERDEEIE (5D) o, BERY—/\FSEHAERITXRDFQDN
MDNSTHAHIfZRHESH &

. certbot 4.0.0 ZFIFHT 3

. BERELNENS, HBEXEIAEIZH T+ T-EAB Credential N FEITS
N, TNEZHEEHTHD

. BEH—/\IZSSHTT7YUEATgETHD

. ESEBRERTXRIZEEIH S, DNS-01FvL o THERT ADNSL
O—FZEHITHEREZEF->TLVS

- BEY—N\FA =RV MAILBIERIRETH D
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R DRTZE K

$ sudo apt install ufw
$ sudo ufw status
Status: inactive

$ sudo ufw allow 22/tcp
Rules updated
Rules updated (v6)

$ sudo ufw allow 443/tcp
Rules updated
Rules updated (v6)

$ sudo ufw deny 80/tcp
Rules updated
Rules updated (v6)

SSH(22)% 35 1]
https(443)% £ |]
http(80)Z A EFA]
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TR 0O BT e i —ER TE RERR

$ sudo ufw enable
Command may disrupt existing ssh connections. Proceed with operation (y|n)? y
Firewall is active and enabled on system startup

$ sudo ufw status verbose
Status: active

Logging: on (low)
Default: deny (incoming), allow (outgoing), disabled (routed)
New profiles: skip

To Action From

22/tcp ALLOW IN Anywhere
443/tcp ALLOW IN Anywhere
80/tcp DENY IN Anywhere
22/tcp (v6) ALLOW IN Anywhere
443/tcp (v6) ALLOW IN Anywhere
80/tcp (v6) DENY IN Anywhere




HTTP-01F ¥ L UIZk B

$ sudo certbot \

--server https://secomtrust-acme.com/acme/ \
--eab-hmac-key XXXXXXXXXX \

--eab-kid XXXXX \

-d test001.upki.jp \

--key-type rsa --nginx

Certbot failed to authenticate some domains (authenticator: nginx). The Certificate
Authority reported these problems:

Domain: test001.upki.jp

Type: malformed

Detail: DCVF ¥ LU PICKRBMULE LA, [HTTP-01DF + L DKRELICKEK, HTTPRT—4% X : 504, URL
(HTTP/HTTPS): http://test001.upki.jp/.well-known/acme-
challenge/YRGU2HEFqIsG8du8y3T7uY174Ee1gYonPnL9uth8XpQ]

Hint: The Certificate Authority failed to verify the temporary nginx configuration
changes made by Certbot. Ensure the listed domains point to this nginx server and that it
is accessible from the internet.

Some challenges have failed.
Ask help or search solutions at https://community.letsencrypt.org. See the
logfile /var/log/letsencrypt/letsencrypt.log or re-run Certbot with -v more details.




DNS-01F+vL > CREHHEZIE (1)
&

$ sudo certbot certonly \

--server https://secomtrust-acme.com/acme/ \
--eab-hmac-key XXXXXXXXXX \

--eab-kid xxxxx \

-d test001.upki.jp \

--key-type rsa \

--preferred-challenges dns \

--manual

Saving debug log to /var/log/letsencrypt/letsencrypt.log
Requesting a certificate for test001.upki.jp




DNS-01F+vL > CRE R Z S (2)

Please deploy a DNS TXT record under the name:

_acme-challenge.test001.upki.jp.

with the following value:

MA2Mf6MKVFNkz_vP1msW7gx4CKfP2PImCrSGI7h1S3w

Before continuing, verify the TXT record has been deployed. Depending on the DNS
provider, this may take some time, from a few seconds to multiple minutes. You can
check it has finished deploying with aid of online tools, such as the Google
Admin Toolbox: https://toolbox.googleapps.com/apps/dig/

Look one or more bolded line(s) below the line ';ANSWER'. It should show the

value(s) you've just added.

Press Enter to Continue




1 1D
D
DNSL-a—FZE $7 (Route 53D #1) —

= Route53 > MARY—> > upkijp > LI—KEMHR ® ©
LO—RZ{ERK us

LA—RZ71v71{ERR YY—RIYIN B3

v LO—K1 @

La—K%& m# LaA—K&«17 w#

| TXT- X—JLAEEOREE 77U 7 —Y 2 YEBOMICEAShE T,

QD T1UFR

E | e
MA2Mf6MKVFNkz_vP1msW7gx4CKfP2PImCrSGI7h153w|

BHOEEEFOTEAALET, ROTIEXFENEH T ZHIC, REICAR-ZAEZEMTEZ LT, RWXFNEHLOFTIKEYNZZ &NTEET,

TTL(#) 3% W=F1 2RI >— | a8

| 300 | Cis )Comwm )18 ) [ vo7nn—sevv v

#E324E: 60~172800 (2 B)
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DNSLO—FZHERB (B A O DA—=FIL)

% dig TXT _acme-challenge.test001.upki.jp

; <<>> DiG 9.10.6 <<>> TXT _acme-challenge.test001.upki.jp
;; global options: +cmd
; Got answer:
->>HEADER<<- opcode: QUERY, status: NOERROR, id: 37341
flags: qr rd ra; QUERY: 1, ANSWER: 1, AUTHORITY: O, ADDITIONAL: 1

;7 OPT PSEUDOSECTION:

; EDNS: version: 0, flags:; udp: 1424

;» QUESTION SECTION:
;_acme-challenge.test001.upki.jp. IN TXT

;» ANSWER SECTION:
_acme-challenge.test001.upki.jp. 300 IN TXT "MA2Mf6MKVFNkz_vP1msW7gx4CKfP2PImCrSGI7h1S3w"

;7 Query time: 38 msec

s SERVER:B6187. 41 216#53 (11265187 .4105216))
;7 WHEN: Thu Nov 13 14:47:56 JST 2025

sMS GESTZ E BREGEV.c -6




DNS-01F+vL > P CRE B EZHS (3)

Successfully received certificate.
Certificaterisssavediait:v/etc/letsencrypt/live/test00T, upkiip/fullchaintpen
Key is saved at: /etc/letsencrypt/live/test001.upki.jp/privkey.pem
This certificate expires on 2026-02-10.

These files will be updated when the certificate renews.

NEXT STEPRS :

- This certificate will not be renewed automatically. Autorenewal of --manual
certificates requires the use of an authentication hook script (--manual-auth-hook) but
one was not provided. To renew this certificate, repeat this same certbot command before
the certificate's expiry date.




ML =R = feRR

$ sudo openssl x509 -noout -subject -dates -in
/etc/letsencrypt/live/test001.upki.jp/fullchain.pem

subject=C=JP, ST=Tokyo, C=JP, L=Chiyoda-ku, O=National Institute of Informatics,

CN=test001.upki.jp
notBefore=Nov 13 05:39:24 2025 GMT

notAfter=Feb 10 05:39:22 2026 GMT
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DNS-01F¥L It

{FFALTLVADNSHAAPHE L TLNBZ &AWL

IRFICESHZEBEL-LEE

\

. DNSTAONAEZH AW IR T E THESR
J:(ﬁ#’)hé%d)(certbota‘- LAR)

certbot—dns—routeb3

¥ H—E X: Amazon Web Services (AWS) @) Route 53

certbot—dns—cloudflare
& H—E X: Cloudflare

certbot—dns—google

Xt & H—E X: Google Cloud DNS

certbot—dns—digitalocean
¥ &Y —E X: DigitalOcean

certbot—dns—linode
% &Y —E X: Linode

e

certbot—dns—azure

3R Y —E X: Azure DNS
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2DMDEEAE —

WebH—/\FH (Apache, nginx7& &)
IS5 TRILT 510, AIMEHROEZELXZIT5
ACMETHE#HZBENIMLT 2D HIRER
SAMLAST—45H (IdP, SP)
SEECIIRREEZRITLTCEFRRE VAT LNCERRGER
TODILIEIRER
Bk BB KRBOURSHKEL
BeZAMHAEANDBITERETL Tz
https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageld=159744061
HE . BEMERREECEOVTUTOEYEHTLVET
KMMUIZREBAE I FERAT RETIHLGLY,
Fl- AEAZEIIEZHNICEHMICEFHTRETHS,
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https://meatwiki.nii.ac.jp/confluence/pages/viewpage.action?pageId=159744061

B EAARDEY S (H)

> openssl version
OpenSSL 3.5.4 30 Sep 2025 (Library: OpenSSL 3.5.4 30 Sep 2025)

> openssl genrsa -out server.key 2048

> openssl req -new -x509 -nodes -key server.key -out server.crt -days 3650 -subj
"/C=JP/ST=Tokyo/L=Chiyoda-ku/0=GakuNin/CN=self.signed.certificate.gakunin.jp"

> openssl x509 -issuer -subject -dates -noout -in server.crt

issuer=C=JP, ST=Tokyo, L=Chiyoda-ku, O=GakuNin, CN=self.signed.certificate.gakunin.jp
subject=C=JP, ST=Tokyo, L=Chiyoda-ku, O0=GakuNin, CN=self.signed.certificate.gakunin.jp
notBefore=0ct 3 10:09:52 2025 GMT

notAfter=0ct 1 10:09:52 2035 GMT
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FEICAB LU IL—FCADEEIZDLNT(1) —

20255E12A178 &Y. RSADOHY—/\SEBAEZHITT SP/HECAD
HFLWIL—FCAER T DEDIZERINTET

202651 8208 &Y .S/MIMESFRRZAF T3 AHRICALFHLLY
IL—RCABE TDLDIZERTINFET

RSAREEA# SIMIMERTEA #
FEEMAA  [2025412A17H 20264E1H20H
#r-hfECA NIl Open Domain CA - G8 RSA SECOM Passport for PublicID SMIME RSA CA 2024
%5+ JL—RCA SECOM TLS RSA Root CA 2024 SECOM SMIME RSA Root CA 2024
(RSADH—/\FEEAZEFE R D #HER/IL—KRCA) (SIMIMEEBREE A D $7E%/L—ICA)
(S MR #FIL—RCAIL. BTV IA—LTOEARREEH. F11T7D JL—FCAlSecurity Communication RootCA21(Z& %
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FEICAB EULIL—FCADEEIZDILNT(2) —

. ZHEEABURICRITLU-EIRRAEZ A AN—ILT HI581.
LULVREICASERAZE DAV A= ILEENTIZE L TS
. ACMEZOFIJLZECFADIGE(X. BEITIELLVFHCASEEAZE NS
SNFET
. BE.CFABROEZDRBCANSFHITINT=EEBAE (Y —/\iBH
£ S/MIMESEEAE) (X. SEINERICKIEEEZTEETA
- FEEREICRE IN-AIHEEXTEIETHEAITHY., mHEIBIIZ LTS
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. SEIOACMEZ A (X, EFIERZ DAE RN EARM GRS ISI 5=
OOEZELGHEERIETHY ., Y —EXRDLREEREEX2)TA
FERICRAIRTY ,

- DEFRLTIE REBETIESETNET A, AiggesgibZE#E>&
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- AZECEHBIHMADIEESREOBRLEITERY,
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EEROFH

MR E (FHBEELY)

B (1)

EER

ZEEHI

BINR AL H &

1-200 48,000 30,000
201-400 64,000 40,000
401-600 80,000 50,000
601-800 96,000 60,000
801-1000 112,000 70,000 20,000
1001-1200 128,000 80,000 (ZE4L)
1201-1400 144,000 90,000
1401-1600 160,000 100,000
1601-1800 176,000 110,000
180184k 192,000 120,000

x1 BN HE -PHEEHDOAE

EREILHRBA
REBHE FTAR T BH
FITEIZHIBRARL
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R GES ., e BEN? —

TLSH—/\FEEA D A hRAR e

e CA/Browser Forum®MiREIZXY ., H—/\GEEAZE D KA HARI AY398H
MNOEEFERMIZEfsSn . 202938158 LI (F47B EHYET

FEHEHEORA

o HHMBEMNFSEILIELLGY, FEITOMASEERIEHRFENPIRIZELD
Y—ERFLVRIDERERE, FELRAREISGYET
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